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01 SETTING THE STAGE

Machine vision systems have become ubiquitous. Using a combination of software and hardware, they 
are able to “see” the world, execute tasks and ultimately improve lives. Sensors, which determine the 
quality of the initial data input, have become critical components as the reliance on machine vision 
across multiple industries increases.

To improve the strength of security systems, many biometric solutions use machine vision systems 
capable of accurately detecting, identifying and authenticating people. The biometrics systems market 
is projected to grow from $36.6 billion USD in 2020 to  $68.6 billion USD by 2025, with an estimated 
CAGR of 13.4%. 

In order for biometric security systems to exceed 
projections, they must be able to perform outdoors as 
well as they can indoors; even when lighting and visibility 
conditions are not optimal, such as when strong sun 
glare, intricate shade patterns, or fog interfere. 

Biometric systems used for granting access to authorized 
persons also require richer and more actionable data 
in order to meet expected performance levels and 
overcome spoofing attacks. 

Misidentification errors can go from inconvenient to 
catastrophic when authorized persons are denied access, 
or when falsely identified individuals are allowed entry. Hackers recognize this and are developing new 
spoofing methods to fool user recognition and face detection algorithms. From images and videos to 
realistic 3D masks, colored contact lenses and disguises - these challenges are constantly evolving. 

Some industries have been harnessing SWIR’s capabilities for decades using sensors based on a 
compound of exotic materials, namely Indium Gallium Arsenide (InGaAs). However, InGaAs-based 
sensors have a low production yield, and their fabrication involves multiple complex steps. This makes 
them prohibitively expensive and limits their use to industries that can afford the steep costs, such as 
defense, aerospace and advanced research. Due to their significant cost and long lead time, InGaAs-
based sensors are not suitable for mass-market applications like biometric identification.

In this paper we will review how SWIR is paving the way to achieving superior vision capabilities under 
all conditions, and how it provides critical information needed for effective, secure and reliable biometric 
solutions which are used by sensitive facilities, cities, and states.

In order for biometric security 
systems to exceed projections, they 
must be able to perform outdoors as 
well as they can indoors; even when 
lighting and visibility conditions are 
not optimal, such as when strong 
sun glare, intricate shade patterns, 
or fog interfere.
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I. REMOTE MATERIAL SENSING
Every material has a unique spectral response, or signature, defined by its chemical composition 
and physical characteristics which influence how various wavelengths are absorbed or reflected. By 
comparing the relative reflection of light between different materials in carefully chosen spectral bands, 
a distinction between materials can be revealed.

Many materials exhibit spectral differences primarily in the SWIR range. In other words, SWIR cameras 
can sense the differences between various materials and make them “visible”. This provides actionable 
data for video analytics, deep learning algorithms, and human operators.

Figure 1 compares two materials that are indistinguishable to the human eye - white paint and glue. 
While both materials look identical in the VIS and NIR spectrums, the SWIR camera’s output reveals 
the differences in a stark contrast as evident as comparing black and white. 

02 THE UNIQUE PROPERTIES 
       OF THE SWIR SPECTRUM

FIGURE 1A: GLUE AND PAINT AS CAPTURED IN THE SWIR SPECTRUM COMPARED TO THE VIS AND NIR SPECTRUMS

SWIR CameraNIR  CameraVisible Camera

Short-Wave Infrared (SWIR) refers to a specific spectrum of wavelengths ranging from 1000nm to 
1600nm, that lies beyond what is visible to the human eye. In comparison, standard cameras usually 
operate in the Visible (VIS) and/or Near Infrared (NIR) spectrum, between 400nm to 1000nm. Therefore, 
the SWIR spectrum uncovers information that VIS-NIR sensors don’t see.

VISIBLE
0.4 [ M] [ M]0.75 [ M]1.0 1.6

NIR SWIR
[ M]

4



Wavelength [nm]

VISIBLE SPECTRUM

Wavelength [nm]

Re
fle

ct
iv

ity
 

SWIR SPECTRUM

FIGURE 1B: THE SPECTRAL RESPONSE SIGNATURES OF GLUE AND PAINT ARE CLEARLY SEPARATED 
AND DISTINGUISHABLE IN THE SWIR SPECTRUM, BUT NOT IN THE VIS AND NIR SPECTRUMS
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II. SEEING CLEARLY IN ALL CONDITIONS
The SWIR spectrum possesses a number of physical phenomenas that, if harnessed and turned into a 
high performance electro-optic system, can provide superior functionality where VIS-NIR cameras fail. 
Firstly, SWIR has longer wavelengths than VIS or NIR, making  SWIR light less scattered as described 
in the Mie and Rayleigh scattering theory. Also, when operating close the the solar blind region, found 
around 1400nm in the SWIR spectrum, SWIR becomes resilient to ambient noise from the sun.

These characteristics, when operated properly, result in a higher Signal to Noise Ratio and an overall 
improvement of image quality under common low-visibility scenarios such as glare, rain, smoke and 
fog.  This allows SWIR cameras to offer superior vision, providing critical information and increasing 
the detection range significantly.

FIGURE 2: COMPARING TRIEYE’S SWIR SYSTEM TO VISIBLITY CAMERA IMAGE DATA IN LOW-VISION CONDITIONS

FOG & HAZE NIGHT VISION SUN GLARE
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III. EASE OF INTEGRATION
Although SWIR cameras detect a different light spectrum, they produce conventional and comparable 
image data to those produced by VIS or NIR cameras. With minimal training, SWIR images can be 
analyzed using existing classic and deep learning algorithms, or combined with VIS images to create 
richer models.

As for installation and optics, light in the SWIR spectrum can penetrate through glass and different 
plastics, unlike thermal radiation. This advantage means SWIR camera optics can be manufactured 
using standard lens materials and mounted behind glass, just like VIS or NIR cameras.

02 THE UNIQUE PROPERTIES 
       OF THE SWIR SPECTRUM

FIGURE 3: LEVERAGING EXISTING AI ALGORITHMS WITH SWIR 
IMAGING FOR OBJECT DETECTION

IV. EYE SAFETY
Illumination sources that operate in the SWIR spectrum are considered ‘eye-safe’ (Class 1 laser eye-
safe). This is because light at these wavelengths will not penetrate the cornea of the human eye, and 
can be operated at optical powers 3 orders of magnitude higher than VIS or NIR while remaining Class 
1 eye-safe. 

FIGURE 4: CLASS 1 EYE SAFETY ACCORDING TO THE INTERNATIONAL 
STANDARD IEC 60825 REGULATIONS
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03 SOLVING BIOMETRIC IDENTIFICATION 
      CHALLENGES WITH SWIR

I. SPOOFING PROTECTION
A. 3D Masks Detection

High-definition imaging and 3D printing enable the design and fabrication of extremely realistic 3D 
spoofing masks that can fool facial recognition algorithms (Figure 5).

SWIR sensors, on the other hand, will enable biometric systems to remotely differentiate between real 
skin and a wide array of synthetic materials commonly used to create masks; resin, paper, and cotton 
(Figure 6).

Integrating HD SWIR imaging with facial recognition in ATMS and other sensitive processes will make 
it easy to detect hackers trying to infiltrate these protected systems using face masks (Figure 7).

FIGURE 5: REALISTIC 3D MASK (SOURCE: REUTERS)

FIGURE 7: REAL SKIN VS. 3D MASK IN THE VIS AND SWIR SPECTRUMS

FIGURE 6: SPECTRAL RESPONSE OF 
DIFFERENT SKIN TYPES AND MASK 
MATERIALS (SOURCE)

ONLY BEYOND 1300NM, WITHIN THE SWIR SPECTRUM, 
DO PLASTICS SHOW SIGNIFICANT DIFFERENCES THAT 
MAKE THEM DETECTABLE 

 Visible Camera  Visible CameraSWIR Camera SWIR Camera
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03 SOLVING BIOMETRIC IDENTIFICATION 
      CHALLENGES WITH SWIR
B. DISGUISE DETECTION

The objective of spoofing attacks isn’t always impersonation. A common goal is to disguise oneself 
to avoid recognition. These approaches usually do not require sophisticated tools like advanced 3D 
masks and can be carried out using classic disguise techniques and materials that are also used by 
artists in theaters.

When fake hair is used, for example, SWIR sensors can quickly and easily distinguish between the 
disguise and real hair. The ability to detect a disguised person can help focus security resources in the 
right direction and provide early alert of suspicious activity. 

FIGURE 8: FAKE VS. THE HAIR IN VIS AND SWIR SPECTRUMS

FIGURE 9: DETECTING SPOOFING ATTACKS WITH PROFESSIONAL FACE MAKEUP

 Visible Camera

 Visible Camera

SWIR Camera

SWIR Camera

C. PREVENTING PRESENTATION ATTACKS

Photos and videos, whether printed or displayed on a screen, can be used to deceive and bypass facial 
recognition algorithms. While NIR cameras can be used to detect some of these attacks, SWIR cameras 
offer a more robust and complete solution, as the bandwidth they operate in is wider. Not only can 
SWIR detect LCD spoofing attempts, but it can also detect the use of high-quality prints.
FIGURE 10: PRESENTATION ATTACK USING A LAPTOP AND MOBILE PHONE 
SCREENS AS SEEN BY VIS AND SWIR CAMERAS

 Visible Camera  Visible CameraSWIR Camera SWIR Camera
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03 SOLVING BIOMETRIC IDENTIFICATION 
      CHALLENGES WITH SWIR

Visible Camera NIR Camera SWIR Camera 

D. COLORED CONTACT LENSES DETECTION

Iris biometric recognition systems are extremely accurate, but they too can be vulnerable to spoofing 
attacks when imposters use textured or colored lenses against VIS-NIR cameras.

SWIR cameras, however, are not sensitive to colors and prints, and contacts appear transparent in SWIR. 
Biometric security systems employing SWIR sensors won’t be fooled by textured contact lenses in a 
spoofing attack, nor would they prevent access of an authorized person wearing contacts for cosmetic 
or eyesight reasons.

In addition, as SWIR cameras are resilient to ambient noise from the sun, iris recognition systems can 
be easily implemented outdoors without interference from reflections. Typically, reflections from the 
sun can interfere with the iris scanner's ability to recognize the iris due to image distortion.

FIGURE 11: COMPARING COLORED CONTACT LENSES AS SEEN BY VIS, NIR AND SWIR CAMERAS 
- ONLY SWIR CAN REVEAL A REAL IRIS PATTERN 
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03 SOLVING BIOMETRIC IDENTIFICATION 
      CHALLENGES WITH SWIR

I I. LOW VISIBILITY CONDITIONS
A. SUNGLASSES

Eyes play an important role in facial recognition algorithms, and are commonly used for orientation 
of key features. When the area around the eyes is partially or completely hidden, by sunglasses for 
example, the algorithms may not perform as efficiently or swiftly as desired. 

In addition, the coating used in sunglasses to reduce strain and protect the eyes, commonly block 
radiation up to ~1000nm (or greater). Facial recognition systems using VIS or NIR cameras will struggle 
to penetrate most lenses, but those using SWIR sensors will “see” through most of this obstruction.

Controlled facilities in sunny environments can benefit from facial recognition solutions that do not 
require sunglasses to be removed in order to grant access.

B. SUN GLARE AND SHADE PATTERNS

When the goal is to protect an entire facility, it is reasonable to install facial detection and recognition 
systems outside. However, compared to indoor environments, where lighting conditions are controlled 
and optimized, it is extremely difficult to maintain a stable signal-to-noise ratio outdoors. Thus, biometric 
systems cannot be easily implemented outdoors.  

Especially when using VIS or NIR cameras, strong lights and shade patterns may render the recognition 
system less effective. Sun radiance can create a glare, causing overexposed areas in the image. Sunlight 
can also create shade patterns on the subject, hiding parts of their face and making them hard to recognize. 
Even when HDR algorithms are in full force, they struggle to overcome these adverse conditions.

SWIR cameras, on the other hand, are barely affected by ambient noise from the sun, because solar 
radiance is significantly reduced within the SWIR spectrum (Figure 13). Strong glare from artificial 
sources such as headlights at night are also dampened in SWIR. As such, shade patterns are eliminated, 
and a complete and detailed image of the face can be analyzed (Figure 14). This provides greater image 
clarity and enables greater flexibility in outdoor installation. 

Visible Camera NIR Camera SWIR Camera

FIGURE 12: SWIR CAN “SEE” THROUGH SUNGLASSES
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C. FOG AND SMOKE

Smoke and fog are a collection of airborne gasses and particles that limit the range in which machine 
vision systems are able to see. However, SWIR sensors enjoy a better penetration coefficient than VIS 
and NIR sensors, and provide clearer images at long range even through fog and smoke (see section 2.2).

Situations where facial detection and recognition is needed under such circumstances may be rare, 
but critical. For example, identifying people amidst a cloud of smoke or in densely fogged cities can 
help save lives and contribute to rescue efforts.

FIGURE 15: SWIR CAN "SEE" THROUGH FOG

FIGURE 14: GLARE AND SHADE PATTERNS CAN BE CONTROLLED BETTER IN SWIR

03 SOLVING BIOMETRIC IDENTIFICATION 
      CHALLENGES WITH SWIR
FIGURE 13: SOLAR IRRADIANCE IS SIGNIFICANTLY REDUCED IN THE SWIR SPECTRUM 

Visible Camera

SWIR CameraNIR Camera

SWIR Camera
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04 THE TRIEYE ADVANTAGE: 
      CMOS-BASED SWIR SENSING SOLUTION
Based on advanced nanophotonic research, TriEye's technological breakthrough has 
enabled the creation of the world's first CMOS-based SWIR sensor. In contrast to 
existing SWIR solutions that rely on expensive InGaAs sensors with lengthy fabrication 
processes, TriEye provides SWIR sensing capabilities at a cost and scalability more 
suited for mass-market applications. The company’s SWIR sensor was designed from 
scratch to scale.

I. HD IMAGING OF MULTIPLE MATERIALS
TriEye’s innovative sensor produces rich HD image data, crucial for advanced recognition and 
identification. TriEye’s sensor has a wide spectral sensitivity of 0.4-1.6 μm allowing for detection 
of a vast range of materials.

II. THE COST DIFFERENTIAL 
Until now, most of the commercially available SWIR sensors were based on extremely expensive InGaAs 
technology, costing thousands of US dollars. This high cost is due to limited wafer size, the need for die-
to-die bonding, a low production yield, compound scarcity, and more.

TriEye’s patented technology is based on a CMOS manufacturing process that overcomes these obstacles 
and significantly reduces manufacturing costs by orders of magnitude, compared to the current InGaAs-
based expenditure rate.

III. MASS PRODUCTION SCALE
TriEye has forged a strong strategic partnership with a global CMOS foundry for the fabrication of TriEye’s 
sensor according to a unique patented design. This unlocks scalable mass production capabilities, 
a requirement of multiple industrial applications, including biometrics. 

IV. RELIABILITY
TriEye utilizes time proven processes and tools that have fabricated other very reliable CMOS-based 
sensors in the past. This manufacturing process delivers extremely stable and uniform sensor performance, 
unlocking transformative SWIR vision that is reliable and robust. 

V. SIZE, WEIGHT, AND POWER (SWAP)
TriEye’s Raven sensor has a small form factor, a low power consumption, and can be easily integrated 
with existing devices and camera designs. This flexibility enables compliance with the requirements of a 
variety of machine vision systems and applications. 
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THE BENEFITS OF CMOS-BASED SWIR CAMERAS

ALWAYS HD
Incomparable efficacy under 
low-visibility conditions that 

allows simple and flexible 
integration, consistent with 

the product design

COST DIFFERENTIAL
Reduce the expenditure by 
>100x using a deep-tech 
approach, overcoming the 
obstacle of InGaAs-based 

SWIR sensors

SCALABILITY
Partnering with a global 

leading CMOS foundry which 
fabricates TriEye’s sensor 
based on the company’s 

unique design

IMAGING IN 
ADVERSE  CONDITIONS

MOUNTING
BEHIND GLASS

EXISTING AI 
ALGORITHMS

IMAGING 
AT NIGHT

LIGHT
WEIGHT

SMALL FORM
FACTOR

RELIABILITYHIGH
RESOLUTION

LOW POWER  
CONSUMPTION

UP TO 100X LOWER 
PRICE POINT

SWIR CAPABILITIES

CMOS-BASED SENSOR

04 THE TRIEYE ADVANTAGE: 
      CMOS-BASED SWIR SENSING SOLUTION

DISGUISE
DETECTION

ANTI 
SPOOFING

13



05 GETTING STARTED WITH TRIEYE’S
      RAVEN SWIR SENSOR
The TriEye Raven enables cost-effective, high-resolution SWIR sensing capabilities. This cutting-
edge technology provides machine vision systems with new capabilities like remote material 
sensing, the means to defend against spoofing attacks, and rich actionable images even under 
the most challenging visibility conditions.

By unlocking SWIR sensing for mass production, the Raven brings the security industry closer to 
more reliable, efficient and safe biometric solutions. 

TRIEYE’S OVI DEVELOPMENT KIT

TriEye’s Ovi is designed to introduce developers and system integrators to the Raven sensor, allowing 
for seamless integration. This highly customizable toolkit requires minimal setup and allows developers 
to quickly ramp up and tap into the benefits of the SWIR spectrum; accelerating the development 
cycle toward commercialization. 

SPECIFICATIONS

SEEING BEYOND THE VISIBLE WITH TRIEYE’S OVI DEVELOPMENT KIT 
Contact us sales@trieye.tech

HW
Modular Stacked Board Devkit

- Sensor Board
- Connectivity Board
- Frame Grabber Board
- ISP Board (optional)
- Serializer/De-Serializer board (optional)

USB3 and External Sync cables
Serial cable (optional)
Size 62 x 62 x 55 mm
C-mount

OPTICS (OPTIONAL)
Several options available (contact sales)  

ILLUMINATION (OPTIONAL)
Several options available (contact sales)

SW
Viewer-Recorder-Controller (Sight) tool
DevWareX Raven Plugin
TriEye API (TEA)
ISP SW

OS SUPPORTED
Windows

TRIEYE RAVEN SENSOR
Sensor Spectrum: 0.4 – 1.6µm
Resolution: 1284 x 960
Frame Rate: Up to 120 fps   
Shutter: Global/Rolling
Output Format: 8/10/12-bit Raw

SENSOR CONTROL
Exposure control
FPS control
ROI support
Binning support

ADDITIONAL SW FEATURES
Image preview
Sync with another camera
Illumination control
Save images as BMP/Tiff
Save videos as AVI/MP4
Internal registers access
Image analysis capabilities
Diagnostic information analysis

Ext. Trigger

Power

USB3

Frame Grabber

Connectivity
BoardHW ISP

Board
(optional)

Sensor
Board

HW INSIDE
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info@trieye.tech
www.trieye.tech

SEEING BEYOND THE VISIBLE

ABOUT TRIEYE
TriEye is a fabless semiconductor company developing a unique, mass-market, and cost-effective 
SWIR sensing technology based on academic research in nanophotonics. TriEye's team are experts in 
SWIR technology specializing in device physics, analog, VLSI, photonics and electro-optics.

https://trieye.tech/contact/
https://trieye.tech/contact/
https://trieye.tech/
https://trieye.tech/
https://twitter.com/TriEye_tech
https://www.linkedin.com/company/trieye/
https://www.facebook.com/TriEyeTech/

